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“@® Problema

» Crescente diffusione di cyber violenza nel social.
» Difficolta a riconoscere e monitorare fenomeni diversi (bullismo, hatespeech, abusi).
» Scarsa protezione delle vittime e tutela della privacy

Cyber Intimate-
Parther
Violence

Urban Mapping

Cyber-bullismo Hate-Speech Cyber Gender- .
e Privacy

Based Violence



6 Obilettivo

Progettazione di una dashboard per la Detection &
Response relativa alle dimensioni di Cyber-bullismo &
Urban mapping



Soluzione

(] CyberGuard

@ Threats of Harm
® Hate Speech
® Targeted Harassment

® Impersonation

Dashboard

Reports Settings

Cyberbullying Threat Detection
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How Our Detection Model Works

Our agvanced maodel analyzes content for cyberbullying ndicators. The model considers the following critena:

v Hate speech or derogatory language

v One-sided conversations or posts targeting an individual

Impersonation or identity theft

Help & Support

If you need assistance or want to keam more about cyberbullying prevention, check out our support resources. Your safety Is our priority.,

) Support Resources

Threats Detected

12

Detected Threat Instances

SocialApp 2024-05-20

*You're a compiete waste of space. Go disappear.”

Tiveatof Harm  Critical

ForumSite 7024-05-19 Hate Spsech - High

*I can't beleve anyone woukd Nisten o this idiot.”

MQSS&gthpp 2024-05-19

"We're al going to spam your profile until you delete ir."

Harassment Medium

GamingPlatform 2024-05-38

"This account Is stolen, don'? trust them.”

Impersonation

Non-consensual posting of photos or videos

v Threats of violence or harm

=» Share Experience @



Soluzione

CyberBullying Detector
DETECTION & RESPONS @ Dashboard Cyberbullismo Italia - Real-time Monitoring

Sistema integrato di detection e response per il cyberbullismo con Al avanzata (AIBERTo/UmBERTO)

@ Dashboard

21 Mappa Territoriale
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%" Network Analysis

A Alert System

& Response Actions
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e A Contenuto non consensuale - Milano, Liceo Boccioni
I  Analytics o . L -

391 Mappa Territoriale - Urban Mapping A Sistema Alert Real-time

Legenda: Revenge Porn Detectato

Configurazione i
2 Configurazion Campagna Coordinata

Body shaming - 12 account coinvolti

Escalation Pattern

Incremento attivitd - Roma Municipio |l

Suicidal Ideation

Keywords rilevate - Supporto attivato
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